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Abstract

We presentadistributedefficiently amortizableCPU cost-functionwith no trap—dmr. Theabseweof atrap—doo
allows usto avoid needingto trustary party.

Applicationsfor such cost-functionsare in distributed documen popularity estimation,and meteringof web
adwertising.Noneof the senersinvolved have ary advartageover usersn computingthe costfunction.

The amortizedtoken hasa small fixed sizedrepresentatioindepeadentof the amortizedvalue. The valuation
functionis efficient.

Limits canbe placedon the resourcesvhich canbe expendedin comptting the cost-functionto preventthe user
inflating the valueof his contritution by usingmore CPUtime thanthe expectedtokenvalue.

Theamortizedpartof the costresultcanbeblindedsothatclientscannot obtainservicebut avoid contributing to
theamortizationby experding moreresourceshanthe expectedtokenvalue.

Interactve and non-interactre variantsof the cost-functioncanbe constructedvhich canbe usedin situations
wherethe sener canissuea challeng (conrection orientedinteractve protocol), and whereit cant (wherethe
communicatioris store—andferward, or paclet oriented)respectiely.
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1 Intr oduction

CPU cost-functionshave beenpropsedby Dwork andNaorin [1], andby Backin [2] to limit systematiabuseof
unmeeredinterret resoucessuchasinterret email,andanaymousremailers.FranklinandMalkhi in [3] proposea
(non-amotizable)distributedweb usagemeteringschemebasedon incrememal cost-furctions. NaorandPinkasin
[4] explore the useof secret-shang schemeso perfom secureandaccuratevebmetering

2 Cost-Functions

A cost-furction shoud be conputationdly cheapto velify, but parametdasably expensve to compute. We usethe
following notatian to definea cost-furction.

In the context of cost-furctionswe useclient to referto the userwho mustcompute a token (usuallyderoted7")
usinga cost-furction MINT() whichis usedto createtokensto participaten aprotacol with aserver We usetheterm
mint for the cost-functionbecausef theanaloy betweercreatingcosttokers andminting physicalmoney.

The sener will checkthe value of the token usingan evaluation function VALUE(), andonly proceedwith the
protccol if thetokenhasthe expectel value

Thefunctions are paraneterisedy the amoun of work w thatthe userwill have to expend on averageto mint a
token.

With interactivecost-funtions, the senerissuesa challeng c to theclient—thesenerusesthe CHAL () function
to compue the challenge (Thechallengeunction is alsoparametasedby thework factor)

C = CHAL(w)  senerchallergefunction
7 =MINT(C)  minttokenbaseddnchallenge
V = VALUE(T) tokenevaluationfunction



With norrinteractivecost-furttionstheclientchosest’s own challeng or randan startvaluein the MINT() func-
tion, andthereis no CHAL() function

T =MINT(w)  minttoken
VY = VALUE(T) tokenevaluationfunction

Clearlyanoninteractivecost-funtion canbeusedin aninteractve setting,wherea the corverseis not possible.

2.1 Known solution

¢ A known solution cost-functionis a cost-furction wherethe sener knows or cancheaplycompue theresultof
thechalleng it issues.

Wherewe canrely on an interactize pratocol, the challengercanissuethe client with a challeng with a single
known solution A simpleway to createknown solutioncost-furctionsis to basethemon atrap-der prodem suchas
thefactoringprodem.

( PUBLIC: n = pq
PRIVATE: primesp andg, ¢(n) = (p—1)(g—1)

C = CHAL(w) chooser €x [0,n)

{ return (r,w)

T = MINT(C) computez =" (mod n)
return (z,w)

VY =VALUE(T) ifr™ =z (mod n)returnw
elsereturn 0

\

Theclientdoesnotknow ¢(n), andsothemostefficientmethodfor theclientto calculateMINT() is repeatedxpo-
nentiation which requresw exponentiatims. Thechallengr knows ¢(n) which allows a moreefficient computation
of 7 = ™" mod n, namdy reducirg * mod ¢(n), sothe challengr canexecute VALUE() with 2 moduar expo-
nentiatiors. Thechallergerasa side-efecthasatrapdmr in computing the cost-functionashe cancompue MINT()
efficiently usingthesamealgoithm. (This cost-fundion is relatedio aconstrucRivestetal usedfor time-lok puzzles

in [5].)

2.2 Publicly Auditable, Probablistic Cost

¢ A publicly auditale cost-functioncanbe efficiertly verified by ary third party without accesgo ary trapdor
or secretinformation. (Whenwe say pulicly auditadle we meanimplicitly thatthe cost-furction is efficiently
puHicly auditableall cost-furctionsarepulicly auditableby definition,astheauditorcanjust repeathework
dore by theclient.)

¢ A fixed costcost-furction takesa fixed amount of resourceso compue. Thefastestlgaithm to mint afixed
costtokenis a determiristic algorithm Thefactoing basecdcost-furction givenabore is fixedcost

¢ A probalistic costcost-furctionis onewherethecostto theclient of mintingatokenhasa predctableexpectel
time,butarandbmactualtime astheclientcanmostefficiently conputethecost-furctionby startingatarandan
startvalue. Sometinestheclientwill getlucky andstartvery closeto thesolution.

There aretwo typesof probalistic costboundedprobablisticcostandunbaindedprobalistic cost

— An unboundedprobablistic costcost-furction, canin theory take forever to compute, thowgh the proba-
blity of taking significantlylongerthanexpectedtendsto 0. (An examge would be the cost-function of
beingrequiredto throw a headwith afair coin; in theoy the usercouldbe unludky andendup throwing
thousans of tails, but in practicethe probability of not throwving a headfor & throws tendstowards 0

rapidly aslimy_, o %k =0)



— With a boundedprobablistic cost cost-function thereis a limit to how unlucky the clientcanbein it's
searchfor the solution; for exampe wherethe client is expectedto searchsomekey spacefor a known
solution;the sizeof thekey spacdmpaosesanupper bourd onthe costof finding the solution.

JuelsandBrainardin [6] give acostfunctionthey call aclientpuzzle

Client puzzlesareinteractive, known solution, trapdoe, costfunctions with bourded prabablistic cost. Client
puzzlesarenotpublicly auditate, becaseprivate informationis requiredto verify them.(Notethesecrekey material
usedin the client puzzleJuelsandBrainardprgposeis introdwced only asan optimizatian to avoid needingto keep
state.If this optimizationwereremovedtheresultingcost-furction would be puldicly auditeble.)

Client puzzlesretainthe trapdar progerty, in that the sener can cheafy mint tokens,althoudn the ability to
cheaplymint tokensdoesnot derive from privatekey material. The trapdor property derivesfrom the factthatclient
puzzlesareinteradive, known solutioncostfunctiors: thesenerknows thesolutionto thepuzzleatthetimeit creates
thepuzzle.

Firstwe introducesomenotation considemitstrings = {0, 1}*, we define[s]; to mears the bit at offseti, where
[s]1 is theleft-mostbit, and[s] |, is theright-mostbit. [s]; ..; meanghebit-wise substringoetweerandincludingbits

i andj, sothat[s]; _; = [s]; || ... || [s]; ands = [s];.. |4/
Theclientpuzle cost-furctionis:
( PUBLIC: hashfunction #(-) with outputsizek bits
PRIVATE: senerseedkey s

C = CHAL(w) chooser €g {0,1}*
computex = H(s||r||w)
computey = H(z)
< setp = [x]w-i-l-..k
return (p,y,r, w)
T =MINT(C) find z €g {0,1}¥ sty = H(z||p)
setz’ = z||p
return (z',y,r, w)
V =VALUE(T) if y=H(z") andz’ = H(s||r||w) return w
elsereturn 0

\

JuelsandBrainardalsogive a methal for redudng the varianceof the bourdedprobalistic costof their client
puzzles.Thetechniqe is to compmseeachpuze of anumkber of subpuzzlessuchthatthe expectedcostremainsthe
same.This propety canbeusefulin interactie settingswvhereyou dorit wantthe userto experiencearge variancen
lateng.

2.3 Trapdoor-free

A disadwantageof known solutioncost-functionsis thatthe challengr cancheaplycreatetokers of arbitray value.
This precluespulic auditwherethe sener mayhave a conflict of interestsfor examge in webhit metering where
thesener mayhave aninterestto inflatethe numker of hitsonit’s pagewhereit is beingpaidperhit by anadwertiser.

¢ A trapdoa-free cost-functionis onewherethesenerhasno advantag in minting tokens.

An exanple of atrapdmr-free cost-furctionis the HashcaslHi2] cost-function.
Hashcaslis anoninteractve, publicly auditalbe, trapdor-freecostfunction with unbaindedprobablisticcost.

We definea pair of binaryinfix compaisonoperdors lgtb whereb is thelengthof thecomnon left-sulstringfrom

thetwo bit-stringg, andrig:htb is thelengthof thecomman right-sulstring.

e Loy (o £y

e Sy Vicrs [2li = [yl

T rigzhto y [x]\zl # [y]\yl

right
' & by Vi=1.b [$]|z|+1—i = [y]|y|+1—i
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Hashcaslis compuedrelative to a servicenames, to prevent tokensmintedfor onesener beingusedon anotter
(seners only accepttokers minted using their own service-nam). The service-mmecanbe ary bit-string which
uniquely identifiesthe service(eg. hostname or emailaddress).

ThehashcasHundion is definedas:

( PUBLIC: hashfunction #(-) with outpu sizek bits

T « MINT(s,w) find z €5 {0,1}* stH(s|jx) 'L, 0%

return (s, z)
left

V « VALUE(T) H(s||lz) "%, o
return v

\

The hashcah cost-furction is basedon finding partial hashcollisionswith the all-zerobit-string0 ¥. The fastest
algorithm for compuing partialcollisionsis bruteforce. Thereis no challeng astheclient cansafelychoosehis own
randam challengeandsothe hashcasloost-functionis atrapdor-freeandnorinteractivecost-function.

In additionthe Hashcasltost-furction is pulicly audtable, becausearnyonecanefficiently verify ary publishel
tokens.

(In practice|z| shoud be chosento be large enoudn to make the probaility that clients collectively reusea
previously usedstartvaluenegligible; |z| = 128 bits shouldbe enaughevenfor abusysener.)

The sener needsto keepa doube spendingdatabas®f spenttokens,to detectandrejectattemptsto spendthe
sameokenagain To prevent thedatabasgrowing indefinatelythe servicestringcanincludethetime atwhichit was
minted. This allows the sener to discardentriesfrom the spentdatabasafterthey have expired. Somereasonale
expiry periad shoudd be choserto take account of clockinaccuagy, computationtime, andtransmissiordelays.

Hashcaslwas originally proppsedasa courtermeasue agairst spamin email, and agairst systematicabuseof
anorymous remailers.t is necessaryo usenoninteractivecost-furctionsfor thesescenariossthereis nochannéfor
thesenerto sendachalleng over. However oneadwantageof interactivecost-furctionsis thatit is possibleto prevent
pre-canputation attacks.For exanple, thereis a costassociatedvith sendingeachemail,which tendsto discourag
emailakuse;howvever a deterninedadwersarymayspenda yearpre-compuing tokensto all bevalid onthe sameday,
andonthatdaybeableto overloadthe system.

It would be possibleto mitigate the precompuation attackby usinga slowly charging beacon(unpedictable
broadtastautheticatedvaluechangng over time) suchassaythis weekswinning lottery numkers. In this eventthe
public valueis includedin the startstring,limiting pre-canputatia attacksto beingcondictedwithin thetime periad
betweerbeacorvaluechangs.

2.4 Amortizable

¢ A probabtilisticly amortizabletoken is onewherethereexists an efficient algorithm to comhbine tokers into a
singletokenwith workably compactepresentatiowith valuewhich probabilisticly appraximatesthecombined
value. Repeatedlyombiring the sametokers agan or comhbining thetokenwith itself shoud notincreaset’s
value.

¢ A publicly amortizabletokenis onewheretheamortization function doesnotrequre ary privateinformation.

e A publicly auditade amatizable tokenis onewherethe amatized token’s valueis efficiently verifialde by
anyonewithou ary privateinformation.

Non-irteractiveAmortizableHashcahis a norrinteractve, pulicly audtable,trapdmr-free,unbaindedprobab-
listic cost,probalilisticly amortizdle cost-function.
Theamortizalte hashcaslfunctionis defined:



( PUBLIC: hashfunction #(-) with output sizek bits

left

T =MINT(s,w) find z € {0,1}* stH(s||z) =, 0
< return (s, )
V = VALUE(T) H(s|la )lef‘
return (v)

| T=Ti+T return MAX(71, 73)

For applications suchas web meterirg, the Non-nteractive Amortizable Hashcaslprotacol hasa weaknessn
thatthe protocd allows forms of cheatimg called undcer-contributing and over-cortributing by clients. With under
contributing the client spendssomeextra computationto ensue that he minimdly comgies with the token value
required,to avoid contrituting to theamortizel value

The corverseclient actionof over-cortributing may sometimese consideed an attack,depemnling on the use.
For web metering whele the amortizatedoken is intenced to measuréhits sened by a web hostingservice,over-
contrituting coud bea problem, asusershave theability to inflatethe measuremntof web-hts. Over-contributing as
suchcannot be prevented asthe usercansimply requesthe doaumentmultiple times. But thereremainssomevalue
to deferding agairst over-contiibution, asthe userhasto download the whole docunentwhich is an additioral cost
for the user(andthe hostingservice),andthe sener canto someextentdetectandrefusemultiple downloadsby the
sameuser

For distributed docunentpopularity wherethe estimateof hits senedis not relevant, over-contibuting may be
encouagedasa morebandwidh efficient way for usersto ratedocunents.

e A fair amortizablecost-function is one wherethe client can not undercontribute Overcontributing may
optionally beallowed.

To simultaneasly achieze bothdocunentpopulaity metriccollectionandamotizabledocurenthit statisticswe
would usea pair of tokens:a nonrinteractve amortizale tokenfor documentpopularity, anda fair amortizatte token
for hit statistics.Both tokers would beindependentlyamortized

Interactive Fair AmortizableHashcashs aninteractve, pulicly auditalte, trapdor-free,untounded probabilistic
cost,fair probailisticly amotizablecost-function.

Thelnteractve Fair Amortizalle Hashcasliunction is definedbelow.

( PUBLIC: hashfunction (-) with output sizek bits

C = CHAL(s,w) chooseb € {0,1}*
computebd’ = H(s||b)
return (s, b, w)
T' = MINT(C) find z €g {0,1}* std’ 1 H (s ||z)
) return (s,b', w, )
7 = UNBLIND(T") return (s,b,w, )
V = VALUE(T) computeb’ = H(s||b)
b’17£t H(s||t'||z) return O
right
H(sllb'|l2) "E"y b
return (w + u)
\ T =T1+ 7T return MAX(T1, 73)

(To admitover-contritution, the VALUE() function shouldbe modifiedto return(w’ + u) wherew’ is computed

astheactualleft-mostbits of collision betweerb’ andH (s||b’||z), namelyw’ is compuedas: b’ U H(s||V']|z).)
Somenoteson thedesigncriteriafor Fair AmortizableHashcash:

e Thecostof theverificatian function is minimised.The verificationfundion costs2 #() opesations.
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The sener shouldnot be ableto trick usersinto compuing tokenson otherservice-nares. s is includedin
H(s||b'||z) for this reasoreventhoughthe service-mmes will laterbecone apprentwhend’ is undindedas
b = H(s||b).

There shouldbe no computationaladwartagefor the sener, soto obtainatokenof valuev = w + u thesener
shoud be forcedto do an average of 2%t trial compuations. The 'b = H(s||b),a = H(s||t'||z), b’ U

”g:htu b constrict ensureshis. Changimg ary of thevalues s, b or z (b’ is chang@dby changimg b) in ary of the
corresponéhg expressiondor calculatingy’, a or b hassideeffectson at minimumoneof theotherexpressions.
This property preventsthe sener finding a pair of collisionsandthenvarying anindepedentparametein the
final expressioncalculation to match whichwouldadmita2® + 2% < 2w+ work factorattack.

The parametes s, b andb’ are all hashedbefae or during beingusedto find a collision. This ensureghat
similar service-nenes(service-mmeswhich are prefixesof otherservice-mmes)andsimilar blinding values
dorit offer the attacler ary reductia in work factorby comhbning his attemptsto createtokensfor multiple
services.

Notethehashfunction shoud notadmitary significantadwartagein computingthehashopeationby chosinga

strideto matchthehashopeationinternalstructue (ie ratherthanchosinge ¢ €g {0,1}* andz;; = z;+1, use
recurencerelationz; 11 = f(=z;) with f() chosento reuseinterral computationsteps.Similarly no significant
adwantageshouldbe achiezed by compuing a batchof candidater ; valuesin parallel.

Impr oving Accuracy

Clearlythemeteringestimateaffordedby usingthehashcashmotizablecost-functionis prababilisticandcanbequite
inaccuate. This problen canbe combattedoy insteadof keepinga single highestvalued token for eachdocument,
keepingthen highestvaluedtokens.



References

[1]

(2]
3]
[4]

[5]

[6]

Cynthia Dwork and Moni Naor  Pricing via processingor combattimg junk mail. In Proceediigs of Crypto,
1992 Also availableashttp://ww  w.wisdom.w eizmann.ac. il:81/Diens t/U1/2.0/D  escribe/
ncstrl.wei zmann_il/CS 95- 20.

AdamBack. HashcashiMay 1997. Publishedat http://www.  cypherspace .org/hashc ash/ .

Matt FranklinandDalia Malkhi. Auditablemeterirg with lightweight security In Financid Cryptagraphy, pages
151-160,1997 Also availableashttp://www .parc.xerox .com/csl/me mbers/fran klin/

Moni NaorandBenry Pinkas. Secureandefficient metering Lectue Notesin ComputerScience 1403, 1998
Also availableashttp:/  /citeseer.n j.nec.com/ naor98secur e.html

Ronald L Rivest, Adi Shamir and David A Wagner Time-lock puzzlesand timed-eleasecrypto. Tech-
nical Report MIT/LCS/TR-684, 1996 Also available as http://the ory.lcs.mit .edu/"rives t/
publicatio  ns.html

Ari Juelsand JohnBrainard. Client puz4es: A cryptogaphic courtermeasureaganst comectiondepletia
attacks. In Network and Distributed SystemSecurity Sympsium 1999 Also available as http://ww  w.
rsasecurit  y.com/rsala bs/staff/bi os/ajuels/  publication  s/client- puz zles/



