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Abstract

Wepresentadistributedefficiently amortizableCPUcost-functionwith no trap–door. Theabsenceof a trap–door
allowsusto avoid needingto trustany party.

Applications for suchcost-functionsare in distributed document popularity estimation,and meteringof web
advertising.Noneof theserversinvolvedhave any advantageover usersin computingthecostfunction.

The amortizedtoken hasa small fixed sizedrepresentationindependentof the amortizedvalue. The valuation
functionis efficient.

Limits canbeplacedon theresourceswhich canbeexpendedin computing thecost-functionto prevent theuser
inflating thevalueof his contribution by usingmoreCPUtime thantheexpectedtokenvalue.

Theamortizedpartof thecostresultcanbeblindedsothatclientscannotobtainservicebut avoid contributing to
theamortizationby expending moreresourcesthantheexpectedtokenvalue.

Interactive andnon-interactive variantsof the cost-functioncanbe constructedwhich canbe usedin situations
where the server can issuea challenge (connection orientedinteractive protocol), and where it can’t (where the
communicationis store–and–forward,or packet oriented)respectively.
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1 Intr oduction

CPU cost-functionshave beenproposedby Dwork andNaor in [1], andby Back in [2] to limit systematicabuseof
unmeteredinternet resourcessuchasInternet email,andanonymousremailers.FranklinandMalkhi in [3] proposea
(non–amortizable)distributedwebusagemeteringschemebasedon incremental cost-functions. NaorandPinkasin
[4] explore theuseof secret-sharing schemesto perform secureandaccuratewebmetering.

2 Cost-Functions

A cost-function should be computationally cheapto verify, but parameterisably expensive to compute. We usethe
following notation to definea cost-function.

In thecontext of cost-functionswe useclient to referto theuserwho mustcomputea token(usuallydenoted
�

)
usingacost-functionMINT() whichis usedto createtokensto participatein aprotocol with aserver. Weusetheterm
mint for thecost-functionbecauseof theanalogy betweencreatingcosttokens andmintingphysicalmoney.

The server will checkthe valueof the token usingan evaluation function VALUE(), andonly proceedwith the
protocol if thetokenhastheexpected value.

Thefunctionsareparameterisedby theamount of work � that theuserwill have to expend on averageto mint a
token.

With interactivecost-functions, theserver issuesa challenge � to theclient– theserverusestheCHAL ��� function
to compute thechallenge. (Thechallengefunction is alsoparameterisedby thework factor.)�� �
	�� CHAL �
��� serverchallengefunction� � MINT � 	 � mint tokenbasedonchallenge� � VALUE � � � tokenevaluationfunction
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With non-interactivecost-functionstheclientchosesit’s own challenge or random startvaluein theMINT() func-
tion, andthereis noCHAL() function.� � � MINT ����� mint token� � VALUE � � � tokenevaluationfunction

Clearlyanon-interactivecost-function canbeusedin aninteractive setting,whereas theconverseis notpossible.

2.1 Known solution� A known solution cost-functionis acost-functionwheretheserverknows or cancheaplycompute theresultof
thechallenge it issues.

Wherewe canrely on an interactive protocol, the challengercanissuethe client with a challenge with a single
known solution. A simplewayto createknown solutioncost-functionsis to basethemonatrap-door problemsuchas
thefactoringproblem. �������������� �������������

PUBLIC: � �����
PRIVATE: primes � and ����� ����� � � ���! �"� ���# �
	$� CHAL �
��� choose%'&�(#) * � ���

return ��% � ���� � MINT � 	 � compute + � %-,/. ��021435���
return ��+ � ���� � VALUE � � � if % ,6. � + ��021435��� return �
elsereturn *

Theclientdoesnotknow � ����� , andsothemostefficientmethodfor theclienttocalculateMINT() is repeatedexpo-
nentiation, which requires � exponentiations. Thechallenger knows � ����� whichallows a moreefficient computation
of
� � %7,6.502143'� , namely reducing %�8902143 � ����� , so thechallenger canexecuteVALUE() with 2 modular expo-

nentiations. Thechallengerasa side-effecthasa trapdoor in computing thecost-functionashecancompute MINT()
efficiently usingthesamealgorithm. (Thiscost-function is relatedto aconstructRivestetal usedfor time-lock puzzles
in [5].)

2.2 Publicly Auditable, Probablistic Cost� A publicly auditable cost-functioncanbeefficiently verifiedby any third partywithout accessto any trapdoor
or secretinformation. (Whenwe saypublicly auditable we meanimplicitly that thecost-function is efficiently
publicly auditable, all cost-functionsarepublicly auditableby definition,astheauditorcanjust repeatthework
done by theclient.)� A fixedcostcost-function takesa fixedamount of resourcesto compute. Thefastestalgorithm to mint a fixed
costtokenis adeterministic algorithm. Thefactoring basedcost-functiongivenabove is fixedcost.� A probablistic costcost-functionis onewherethecostto theclientof mintingatokenhasapredictableexpected
time,butarandomactualtimeastheclientcanmostefficientlycomputethecost-functionbystartingatarandom
startvalue.Sometimestheclientwill getlucky andstartverycloseto thesolution.

There aretwo typesof probablistic costboundedprobablisticcostandunboundedprobablistic cost.

– An unboundedprobablistic costcost-function, canin theory take forever to compute, though theproba-
blity of takingsignificantlylongerthanexpectedtendsto * . (An example would be thecost-functionof
beingrequiredto throw a headwith a fair coin; in theory theusercouldbeunlucky andendup throwing
thousands of tails, but in practicethe probability of not throwing a headfor : throws tendstowards *
rapidlyas ;=<>0@?BADCFEG ? � * .)
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– With a boundedprobablistic costcost-function thereis a limit to how unlucky the client canbe in it’s
searchfor the solution; for example wherethe client is expectedto searchsomekey spacefor a known
solution;thesizeof thekey spaceimposesanupperbound onthecostof findingthesolution.

JuelsandBrainardin [6] giveacostfunction they call a clientpuzzle.
Client puzzlesare interactive, known solution, trapdoor, cost functionswith boundedprobablistic cost. Client

puzzlesarenotpubliclyauditable, becauseprivate informationis requiredto verify them.(Notethesecretkey material
usedin theclient puzzleJuelsandBrainardproposeis introducedonly asanoptimization to avoid needingto keep
state.If thisoptimizationwereremovedtheresultingcost-functionwouldbepublicly auditable.)

Client puzzlesretain the trapdoor property, in that the server can cheaply mint tokens,although the ability to
cheaplymint tokensdoesnotderive from privatekey material.Thetrapdoorproperty derivesfrom thefactthatclient
puzzlesareinteractive,known solutioncostfunctions: theserverknows thesolutionto thepuzzleat thetimeit creates
thepuzzle.

First we introducesomenotation: considerbitstring H �JI * �" LK4M , we define ) HBN
O to means thebit at offseti, where) HBN E is theleft-most bit, and ) HBN/P QRP is theright-mostbit. ) H"N�O�STSTS U meansthebit-wisesubstringbetweenandincludingbitsV
andW , sothat ) H"N
O
STSTS U � ) H"NXOZY\[>[=[�Y]) H"N^U and H � ) HBN E STSTS P QRP .

Theclient puzzle cost-function is:���������������������� ���������������������

PUBLIC: hashfunction _`�ba � with outputsize : bits
PRIVATE: serverseedkey H
	$� CHAL �
��� choose%c&d( I * �" LK ?

compute + � _e��H�YR%fYR�\�
compute g � _`��+h�
set �i� ) +fN 8kj E STSTS ?
return � �l� g � % � ���� � MINT � 	 � find mn& ( I * �" LK 8 st g � _`�
mhY � �
set +po � mhY �
return ��+po � g � % � ���� � VALUE � � � if g � _`�
+qoX� and +�o � _e��H�YR%fYR�\� return �
elsereturn *

JuelsandBrainardalsogive a method for reducing thevarianceof theboundedprobablistic costof their client
puzzles.Thetechnique is to composeeachpuzzle of a number of subpuzzlessuchthattheexpectedcostremainsthe
same.Thisproperty canbeusefulin interactivesettingswhereyoudon’t wanttheuserto experiencelargevariancein
latency.

2.3 Trapdoor-free

A disadvantageof known solutioncost-functionsis that thechallenger cancheaplycreatetokens of arbitrary value.
This precludespublic auditwheretheservermayhave a conflict of interests,for example in webhit metering, where
theservermayhaveaninterestto inflatethenumberof hitson it’s pagewhereit is beingpaidperhit by anadvertiser.� A trapdoor-free cost-functionis onewheretheserverhasnoadvantage in minting tokens.

An example of a trapdoor-free cost-function is theHashcash[2] cost-function.
Hashcashis anon-interactive, publicly auditable, trapdoor-freecostfunction with unboundedprobablisticcost.

Wedefineapairof binaryinfix comparisonoperators r sutwv�yx whereb is thelengthof thecommonleft-substringfrom

thetwo bit-strings,and z�{ |/} v�~x is thelengthof thecommon right-substring.

+ r sutwv�`� g ) +fN E'�� ) g�N E+nr sutwv�yx g �kO>� E STSTS x ) +fNXO � ) g�NXO
+nz�{ |/} v��� g ) +fN�P ��P �� ) g�NuP �LP+nz�{ |/} v� x g � O>� E STSTS x ) +fN�P ��P j E�� O � ) g�NuP �7P j E�� O
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Hashcashis computedrelative to a service-nameH , to prevent tokensmintedfor oneserverbeingusedonanother
(servers only accepttokens mintedusing their own service-name). The service-namecanbe any bit-string which
uniquely identifiestheservice(eg. hostname,or emailaddress).

Thehashcashfunction is definedas:��������� ��������
PUBLIC: hashfunction _`�ba � with output size : bits���

MINT ��H � �\� find +�& ( I * �" LK�M st _e��H�YR+h��r sutwv� 8 * ?
return ��H � +h�� �

VALUE � � � _e��H�YR+h�lr sutwv�e� * ?
return �

Thehashcashcost-function is basedon finding partial hashcollisionswith theall-zerobit-string * ? . Thefastest
algorithm for computing partialcollisionsis bruteforce.Thereis nochallengeastheclientcansafelychoosehisown
random challenge,andsothehashcashcost-functionis a trapdoor-freeandnon-interactivecost-function.

In additiontheHashcashcost-function is publicly auditable, becauseanyonecanefficiently verify any published
tokens.

(In practice � +�� should be chosento be large enough to make the probability that clients collectively reusea
previouslyusedstartvaluenegligible; � +�� �� ��L� bitsshouldbeenoughevenfor abusyserver.)

Theserver needsto keepa double spendingdatabaseof spenttokens,to detectandrejectattemptsto spendthe
sametokenagain. To prevent thedatabasegrowing indefinately, theservicestringcanincludethetimeatwhichit was
minted. This allows the server to discardentriesfrom thespentdatabaseafter they have expired. Somereasonable
expiry period should bechosento take account of clock inaccuracy, computationtime,andtransmissiondelays.

Hashcashwasoriginally proposedasa counter-measure against spamin email, andagainst systematicabuseof
anonymousremailers.It is necessaryto usenon-interactivecost-functionsfor thesescenariosasthereis nochannel for
theserverto sendachallengeover. However oneadvantageof interactivecost-functionsis thatit is possibleto prevent
pre-computation attacks.For example, thereis a costassociatedwith sendingeachemail,which tendsto discourage
emailabuse;howevera determinedadversarymayspendayearpre-computing tokensto all bevalid on thesameday,
andonthatdaybeableto overloadthesystem.

It would be possibleto mitigate the pre-computation attackby usinga slowly changing beacon(unpredictable
broadcastauthenticatedvaluechanging over time) suchassaythis weekswinning lottery numbers. In this event the
publicvalueis includedin thestartstring,limiting pre-computation attacksto beingconductedwithin thetimeperiod
betweenbeaconvaluechanges.

2.4 Amortizable� A probabilisticly amortizabletoken is onewherethereexists an efficient algorithm to combine tokens into a
singletokenwith workably compactrepresentation with valuewhichprobabilisticlyapproximatesthecombined
value. Repeatedlycombining thesametokens again or combining thetokenwith itself should not increaseit’s
value.� A publicly amortizabletokenis onewheretheamortization functiondoesnot require any privateinformation.� A publicly auditable amortizable token is onewherethe amortized token’s value is efficiently verifiable by
anyonewithout any privateinformation.

Non-interactiveAmortizableHashcash is a non-interactive,publicly auditable,trapdoor-free,unboundedprobab-
listic cost,probabilisticly amortizable cost-function.

Theamortizable hashcashfunction is defined:
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����������� ����������

PUBLIC: hashfunction _`�ba � with output size : bits� � MINT ��H � ��� find +�& ( I * �" LK�M st _`��H�YR+h��r sutwv� 8 * ?
return ��H � +h�� � VALUE � � � _`��H�YR+h� r sut^v�9� * ?
return ���4�� � � EZ� � G return MAX � � E � � G �

For applications suchasweb metering, the Non-interactive AmortizableHashcashprotocol hasa weaknessin
that the protocol allows forms of cheating calledunder-contributing andover-contributing by clients. With under-
contributing the client spendssomeextra computation to ensure that he minimally complies with the token value
required,to avoid contributing to theamortized value.

The converseclient actionof over-contributing may sometimesbe considered an attack,depending on the use.
For web metering, where the amortizatedtoken is intended to measurehits served by a web hostingservice,over-
contributingcould beaproblem, asusershavetheability to inflatethemeasurementof web-hits. Over-contributingas
suchcannot beprevented,astheusercansimply requestthedocumentmultiple times.But thereremainssomevalue
to defending against over-contribution, astheuserhasto download thewholedocumentwhich is anadditional cost
for theuser(andthehostingservice),andtheserver canto someextentdetectandrefusemultiple downloadsby the
sameuser.

For distributeddocumentpopularity wherethe estimateof hits served is not relevant, over-contributing may be
encouragedasa morebandwidth efficient way for usersto ratedocuments.� A fair amortizablecost-function is one wherethe client can not under-contribute. Over-contributing may

optionally beallowed.

To simultaneously achieve bothdocumentpopularity metriccollectionandamortizabledocumenthit statisticswe
wouldusea pair of tokens:a non-interactive amortizable tokenfor documentpopularity, anda fair amortizable token
for hit statistics.Both tokens wouldbeindependentlyamortized.

InteractiveFair AmortizableHashcashis aninteractive,publicly auditable, trapdoor-free,unboundedprobabilistic
cost,fair probabilisticly amortizablecost-function.

TheInteractive Fair Amortizable Hashcashfunction is definedbelow.����������������������� ����������������������

PUBLIC: hashfunction _`��aT� with output size : bits

	�� CHAL ��H � ��� choose��&d( I * �� 7K�M
compute �Bo � _`��H�Y��B�
return ��H � �Bo � ���� o � MINT � 	 � find +�&d( I * �� 7K M st � o r sutwv� 8 _`��H�Y�� o YB+p�
return ��H � �Bo � � � +h�� � UNBLIND � � oX� return ��H � � � � � +p�� � VALUE � � � compute ��o � _`��H�Y��B�
if �Bo �r sutwv� 8 _`��H�Y"�RouYR+h� return *_`��H�Y"� o YR+h��z�{ |/} v�~� �
return �
� ��� �� � � EZ� � G return MAX � � E � � G �

(To admitover-contribution, theVALUE ��� function shouldbemodifiedto return ���9o ��� � where�\o is computed

astheactualleft-mostbitsof collisionbetween�7o and _`��H�Y��Bo�YR+h� , namely�]o is computedas: �"o4r sutwv� 8k� _`��H�Y"�RouYR+h� .)
Somenoteson thedesigncriteriafor Fair AmortizableHashcash:� Thecostof theverification function is minimised.Theverificationfunction costs2 _`��� operations.
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� The server shouldnot be able to trick usersinto computing tokenson otherservice-names. H is included in_`��H�Y"�Bo�YR+h� for this reasoneventhoughtheservice-name H will laterbecome apparentwhen �ko is unblindedas�Ro � _e��H�Y"�B� .� There shouldbeno computationaladvantagefor theserver, soto obtaina tokenof value � � � � � theserver

should be forced to do an average of � 8kj � trial compuations. The o¡� � _`��H�Y��B� �/¢£� _`��H�Y��Ro�YB+p� � �Ro r sutwv� 8¢ z�{ |/} v� � � construct ensuresthis. Changing any of thevalues H , � or + ( �4o is changedby changing � ) in any of the
corresponding expressionsfor calculating��o , ¢ or � hassideeffectsonatminimumoneof theotherexpressions.
This propertyprevents theserver finding a pair of collisionsandthenvarying anindependentparameterin the
final expressioncalculation to match,whichwouldadmita � 8 � � �n¤ � 8kj � work factorattack.� The parameters H , � and �¥o areall hashedbefore or during beingusedto find a collision. This ensuresthat
similar service-names(service-nameswhich arepre-fixesof otherservice-names),andsimilar blinding values
don’t offer the attacker any reduction in work factorby combining his attemptsto createtokensfor multiple
services.� Notethehashfunction should notadmitany significantadvantagein computingthehashoperationby chosinga
stridetomatchthehashoperationinternalstructure(ie ratherthanchosing+ � & ( I * �� 7K�M and+hO j E � +pO �  , use
recurrencerelation +lO j E �§¦ �
+�Ou� with ¦ ��� chosento reuseinternal computationsteps.Similarly no significant
advantageshouldbeachieved by computing a batchof candidate+�O valuesin parallel.

3 Impr oving Accuracy

Clearlythemeteringestimateaffordedbyusingthehashcashamortizablecost-functionis probabilisticandcanbequite
inaccurate. This problem canbecombattedby insteadof keepinga singlehighestvalued token for eachdocument,
keepingthe � highestvaluedtokens.
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