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Abstract

In this work we suggest a new mechanism for metering the popularity of web-sites: The
compact metering scheme. Our approach does not rely on client authentication or on a third
party. Instead, we suggest the notion of a tizming function, a computation that can be performed
incrementally, whose output is compact, and whose result can be used to efficiently verify
the effort spent with high degree of confidence. We use the difficulty of computing a timing
function to leverage the security of a metering method by involving each client in computing
the timing function (for some given input) upon visiting a web site, and recording the result of
the computation along with the record of the visit. Thus, to forge client visits requires a known
investment of computational resources, which grows proportionally to the amount of fraud, and
is infeasible for visit counts commonly found in the World Wide Web (WWW). The incremental
nature of the timing function is used to create a new measure of client accesses, namely their
duration. This paper describes the foundations of the timing scheme and its deployment in the

WWW.

1 Introduction

The growing popularity of the Internet and the World Wide Web (WWW) is driving commerce—
and with it advertising—on the Internet, into a billion dollar market. As with any other media,
the advertising market creates the need for securely and accurately metering distribution circula-
tion in order to accurately price the advertisements and test their effectiveness. On the Internet,
metering is natually performed by automatic software mechanisms installed at the web server to
collect access information. This creates serious security concerns, as the server has control over
the collecting process as well as over stored data. Since the owner of the server can charge higher
rates for advertisements by showing a higher number of visits, the owner has a strong economic
incentive to inflate the number of visits. The owner could accomplish this by manipulating any
unsecured metered data collected and stored on the server. Moreover, any individual could fraud-
ulently increase the number of visits to a web site using a “robot” program, which is configured to
generate visits to a web site. The amount of visits is theoretically limitless. Another deficiency of
conventional metering schemes is that they fail to solve the proxy problem: This problem results
from the failure to accurately meter the number of visits to web pages which have been temporarity
stored in a cache or on proxy servers.

In view of the above, it is clear that a need exists for accurately and securely metering visits
to a web site. Metering visits to web sites is also necessary for commercial applications other
than advertising. For example, metering is required for royalty payments when a web-site displays
copyright material.

Initial version of this paper appears in Financial Cryptography ’97.



In this work we suggest a new mechanism for metering the popularity of web-sites: The compact
metering scheme. The scheme offers light-weight security, so that forging a visit record requires a
known amount of computational resources, and grows proportionally with the amount of forgery.
Light-weight security is a good strategy for metering web populality, as it may be unaffected by
fraud on a small-scale, since only a crude and relative measure of site popularity may be needed
for purposes such as the pricing of advertisements and payment of royalties. Prior to our work,
an application such as web site metering could only be protected through the use of heavyweight
security mechanisms (such as digital signatures), or by using on-line trusted authorities. Our
lightweight security mechanism can be used on its own, or combined with other security mechanisms
to increase resistance to fraud. We describe an implementation of our method that works within
the current WWW framework and can be deployed in off-the-shelf web browsers and servers.

1.1 Technical approach

Metering security in the WWW framework could be achieved by several known techniques. Em-
ploying standard cryptographic methods to keep self-authenticating records of interactions on the
WWW would be secure, and is enabled by some existing extensions to the WWW protocols, such
as SS-HTTP [10] and SSL [8]. These methods are clearly advantageous in offering a high level of
auditability and non-repudiability. However, authenticating all clients has the drawback that all
clients must register to obtain authentication keys. Not only is this a heavy administrative burden,
but it leads to solutions that threaten the clients’ privacy.

A third party census may be used to independently provide measurements on web activity, as
offered by the Audit Bureau of Circulations (ABC). Using this scheme, activity can be monitored
by an objective authority, which can then certify the measured data and prevent the possibility of
manipulating it by a web publisher. The obvious problems with this method are the dependence
on a central authority, and the deviation of census data from real activity.

We offer an alternative approach to metering, that does not rely on client authentication or on
a third party. We start with a notion of a metering scheme, with the following properties:

1. A metering scheme includes a timing function that can be computed with increasingly large
efforts invested (incremental).

2. The output of a timing scheme need not grow with the amount of effort spent (compact).

3. The effort spent can be efficiently verified from the output with high degree of confidence,
where by efficiently we mean with considerably less effort than re-computing the timing
function itself (auditable).

We use the difficulty of computing certain functions to leverage the security of a metering
method by involving each client in computing the timing function (for some given input) upon
visiting a web site, and recording the result of the computation along with the record of the visit.
Thus, to forge client visits requires a known investment of computational resources, which grows
proportionally to the amount of fraud, and is infeasible for visit counts commonly found in the
WWW.

The incremental nature of the timing function is used to create a new measure of client accesses,
namely their duration. The term “visit” as used herein refers to the elapsed time a client examines
content from a particular web site. A visit duration within the WWW framework is more accurately
defined in Section 3. Our metering scheme engages the client in computing the timing function



incrementally throughout the duration of its visit, and thus, the output captures the duration of
the visit.

1.2 Organization of paper

The rest of this paper is organized as follows. In Section 2, we review related work. We state our
requirements in Section 3. In Section 4, we give our construction of a timing scheme. Our auditable
metering protocols are described in Section 5. Implementation issues are discussed in Section 6,
and we discuss possible extensions in Section 7. Applications are given in Section 8, and some
caveats are raised in Section 9. We conclude in Section 10.

2 Related work

Since the initial publication of the conference paper of this work [6], which initiates the formal
study of secure web metering, Naor and Pinkas [9] have studied methods for performing secure
web metering using robust secret sharing schemes. Their approach provides computationaly secure
metering, but relies on the involvement of a trusted third party (the auditing agency) periodically
to compute and distribute the secret shares to both the web server and all potential clients. Their
scheme can be used to prove visits by k clients in any time frame, where & is a pre-determined
system parameter, and cannot be easily extended to support finer grain visit counting or deal
with multiple visits by a single client within a single time frame. Compared with their approach,
our scheme can be implemented without changing today’s servers or browsers, and provides an
additional timing measure for client visits.

Our techniques are more remotely related to various other security mechanisms using similar
foundations but in different problem contexts. Dwork and Naor defined a related notion of a pricing
function [5], whose computation requires a known lower-bound investment of resources. They use
pricing functions for preventing the mass utilization of electronic mail. Pricing functions are not
incremental, and cannot be utilized (compactly) to measure the duration of visits. Cai et al. define
the related notion of uncheatable benchmark [3, 1] for efficiently verifying claims of computational
power. Some of the methods proposed for uncheatable benchmarking can be used incrementally.
The methods used both in pricing functions and uncheatable benchmarks contain a trapdoor that
allows efficient computation of the results. If used in the context of auditable metering, a trapdoor
could be used to allow efficient and definite verification of the results by an auditor, but would
also provide the auditor with the means to forge results en masse. The scheme we offer below has
means for efficient probabilistic auditing that does not suffer from this drawback.

Finally, the concept of light weight security has been used in a number of “micro-payment”
schemes (beginning with [7]).

3 Requirements

Our goal in this paper is to provide a scheme for automatically metering client accesses to a web
site in an auditable way. Our design stems from the following desirable requirements:

1. In order for our scheme to be widely accepted, no change should be required of clients, and
the scheme should be deployable in today’s commonly used browsers.

2. Many clients may be deterred by registeration procedures, and therefore we require that our
solution will require no registration of clients.



3. Likewise, for our scheme to be widely deployed by servers, changes at the web server should
be transparent and should not modify any exisiting structure of the web-site contents.

4. Client visits should be recorded whether the contents are obtained from the original web-site
or from any intermediary cache or proxy server. In this way, repeated visits by clients behind
firewalls are also captured.

5. Both the computation and the storage requirements at the client and server sides should be
reasonable.

6. Recorded data should not compromise clients’ privacy.

7. The system should provide light-weight security, so that forging visit records requires a known
investment of computational resources, which grows proportionally to the scale of forgery. In
this way, mass fraud is prevented.

4 A compact metering scheme

A compact metering scheme consists of two components: The first part is a compact timing function,
which is an incremental computation performed by a client and whose compact result is sent back
to the server and logged there. The second part is an efficient auditing function that verifies the
computation time spent producing the logged result. Computation time is expressed in terms of
some agreed upon unit of computation, whose complexity is well-analyzed. In this section, we
present a timing function and two probabilistic methods for auditing it.

4.1 A timing function

A timing function is a computation that requires a known amount of time to compute certain
outputs. This function can be computed with a reasonable investment of time by any client,
but this investment of time is the only known way of producing the result. The basis of such a
computation is some grain of computation A whose computational complexity is understood. In
practice we can take h to be a well-known hash function such as MD-5 or SHA (producing 128 bit
hash values). The timing function combines multiple applications of & to produce an output, such
that the number of times that A computes represents the known required effort. Let fi(z) denote
a construction requiring &k applications of A. The timing function f computes fi(z) for increasing
values of k. We do not need to a-priori set k: The timing function f is incremental, i.e., there is a
way to move from fi(z) to fry1(z) by applying h once. An important property of the function is
that the output of the computation is of constant size, regardless of the number of h applications,
and thus not all i results can be sent. We call this property compact.

Our timing function is based on a simple min construction f; as follows. Let & be a hash function
whose output is uniformly distributed over the domain [0 .. 2128 — 1] (e.g., take A to be MD-5).
Define a sequence zy, ..., z;, where z; = h(z;_1), o = z.r (concatenation) for an input value z
and a random seed r. Then fi(z) has the value z;, 0 < j < k, such that z;41 = h(z;) = min;{z;}.
The compact timing function f we propose computes fi(z) for some k > 0 and returns a tuple
<k, zo, fr(z)>. Note that this function is indeed incremental, as extending the evaluation of fj to
fr+1 requires one additional evaluation of A. The output of f is compact since one triplet of values
is returned no matter how large k is'.

"We ignore the size of k itself, which can be represented by 128 bits for all practical values of k.



4.2 A statistical auditing function

The second part of a timing scheme is an efficient auditing function, that verifies the number k
of claimed h applications. We first propose a statistical approach, in which the auditor performs
a statistical test of the validity of the result of a timing function and when needed, verifies the
validity of the result by re-computing it. In section 4.3, we present another approach, in which an
auditor estimates the effort in producing the result of a timing function.

The first approach we present is an auditing procedure that statistically tests the output of a
timing function in order to detect fraud. By construction of the simple min function fi, the series
Z1,...,7} behaves as a random sample of k points in the range [0 .. 2!2% — 1]. Let N = 2128 — 1,

and let X,gl) denote the first order statistic of z1, ..., zg, i.e., X,gl) = min;{z;}. Then fi(z) behaves
as the statistic Xlgl) with the following distribution:

k
P(h(fe) > y) = P(XV > y) = <1 = %) .

When an auditor is presented with a tuple <k, z, y>, as the output from our timing function f,
a good way to detect fraud is to evaluate the probability of obtaining y as a result of fi(z), and
mark as suspected low-probability values. Such suspected tuples can be subjected to a foolproof,
costly verification, simply by repeating the computation of 21, ..., z5. Due to its cost, the foolproof
method can be applied selectively, e.g., at random.

More precisely, let k denote the (unkown) size of the random sample used in the timing function.
We establish a test hypothesis Hg = k< k/e, which indicates that the auditor should suspect the
tuple as fraudulent. To test this hypothesis, we use a null hypothesis Hy = k> k denoting a
condition for accepting a tuple. The null hypothesis does not complement the test hypothesis; the
factor ¢ indicates the “tolerance” of the auditor to cheating, where ¢ is a system parameter which
can be determined by the system administrator. The auditor sets a rejection threshold « for the
null hypothesis Hg, and accordingly determines a threshold value z,,;, for which P(Xlgl) > Tmin) =

(1 — Imﬁ)k = « holds. Hy is rejected if 2 > x,,;,, which guarantees that the auditor will falsely
suspect a tuple produced by a correct application of f; with probability at most . Typically, « is
chosen to be small, e.g., & = 0.05 .

To measure the quality of this test, we need to evaluate the probability of detecting fraud, i.e.,
the probability that a cheater spending (significantly) less effort will produce a tuple within the

rejection range. For any k = k/c, this probability is at least P(XIS)C > Tmin) = (1 — 2242) ke _
a'/¢, which quickly grows to 1 with ¢. This means that the probability of detecting fraud grows
propotionally to the amount of fraud.

4.3 An approximate auditing function

In this section, we present an alternative auditing function for the timing function f defined in
Section 4.1. Given a tuple <k, z, y> output by a timing function, the approach taken here is to
estimate k—the amount of effort spent in h computations—from the result y. We therefore employ
an estimator function g such that u(y) provides a real-valued estimator of k. Let H(N) be the

harmonic function H(N) = SN, 1/i < In(N) 4 1. The auditing function we propose here for

y= fe(z) is ply) = yH](VN)'

In order to analyze the utility of this auditing function, we need to introduce additional defini-
tions. The main properties of interest are captured in the following two definitions:




Definition 1 Let fi be our min construction. We say that an estimator y is c-accurate if for all
z, k> Elp(fr(z))] > ak, where the expectation is taken over all random selections of fy.

Definition 2 We say that an estimator p is f-uncheatable if for any “cheater” function g that
performs k computations of h, the expected value of j(g) does not exceed pk .

The main purpose of this section is to prove the accuracy and uncheatability of our auditing
function, as stated in the following theorem:

Theorem 1 Let fi be our min construction, and let pu(y) = yHL(N) Then for all k < N€, u is
a-accurate and B-uncheatable, where a« = 1 — ¢ — ﬁ and 0 = 1.

The proof of the theorem follows from the following two lemmas:

Lemma 1 Flu(y) 1y« fr(z)]=k+ %)ﬂ +O(NH(N))

Proof : We already know that P(fx(z) > (NT) Therefore, we have P(fy(z) = j) =
P(fe(z) >j—1) = P(fe(z) > j) = (M]\J,;ll) - <NT)k Then
N 1 & o ol
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i(k
where S(k) = Y5, ) (1)

: ik
We can find a closed form solution for S(k) as follows?: - = [ *2dz, and so YK, () -

S (-1 () i atde) = [ (Shy(-1) (e e = [ O G ngegrating by parts
(u=(1-2)k~1+kz, dv=2"%dz), we have S(k) = [M]é i R0 Tk gy = 1 — ko

—(Z‘ -

kJ (k) where J (k) = [} ZU=0" g0 Then J(k) = 1 58 dy = L1+ y+ v+ ...+ y52)dy =

H(k—1),andso S(k)=1—k+kH(k—1)=k(H (k) — ) from which the lemma follows O

Lemma 2 Let u(y) = yHNW Then p is 1-uncheatable.

Proof : Let (y1 = h(z1)),..., (yx = h(zk)) be any sequence of k evaluations of A (on any inputs).
The best that the cheater g can do is somehow send all values y; as forged results. Then

k

Elpn(g)] = EQ_py:)]

O

Proof :(Theorem 1) That the scheme is 1-uncheatable follows directly from Lemma 2. From

Lemma 1, we have that E[u(fr(z))] =k + IHIC(H()) + O(NH( )) > k(1 - g((]@)) > k(1 — ety >

(1—e—(InN)"Hk. O

For k < N¢, our auditing function therefore gives an estimate that asymptotically approximates
the effort spent in a timing function, and cannot be used by a cheater to significantly inflate its
metering value.

5 Anuditable metering with a timing scheme

The metering protocol involves two parties, a client and a meter. We assume that clients and
meters engage in a external wvisiting protocol by which clients access meters for certain durations.
Our assumptions about the (opaque) visiting protocol borrow from the HTTP protocol [2], which
motivated our work. However, other protocols may suit our abstract representation as well.

5.1 Assumptions about meters and clients

Let m denote a meter and c¢ a client. m and ¢ communicate via a reliable FIFO communication
channel. We assume that m and ¢ engage in a wvisiting protocol (whose details are opaque), that
generates two events:

1. A start-visit at m signals the beginning of the visiting protocol at m, and precedes any
information sent from m to c.

2Thanks to Yuval Peres for this derivation



2. An end-visit event at c signals the termination of the visiting protocol at c¢. Following the
end-visit event, ¢ does not send any further information to m within the visiting protocol.

Note that an end-visit event occurs at the client, hence this formulation can be realized in
the (stateless) HT'TP protocol. We assume that the environment supports dynamic deployment of
programs from m to ¢, with the following properties: m is capable of sending an executable program
p to ¢, which ¢ may then choose to execute. ¢ may send a termination signal to p as it executes,
or can terminate it (ungracefully). Programs deployed from m to ¢ may utilize computational
resources and may communicate back and forth with m. We reiterate that these assumptions are
practical, and as described in Section 6, are currently achievable in the WWW framework.

5.2 Metering protocol

The purpose of the metering protocol is to maintain at m a record of ¢’s visit, expressing the
duration of the visit, i.e., the time between the start-visit and the end-visit events. For a meter
m to record the duration of a client ¢’s visit with a metering scheme, they engage in the protocol
given in Figure 1.

1. Initiation: When m incurs a start-visit event by ¢, m deploys a program p that, when
executed, computes f during its runtime and, when signaled to stop, sends back the result to
m and terminates. p (equivalently, f) is initiated at m prior to deployment with the following
input:

<m, ts>,

where ts is a unique identifier (timestamp) used by m, and with the property that tsy # ts;
for any two distinct inputs <m,ts1>, <m, ts9>.

The program p may contain a bounded computation of f or run endlessly; In the former case,
if termination is reached then the computed result is sent back to m. In the latter case, the
program terminates by a stop signal (see below), or when destroyed.

2. Execution: When a client ¢ receives p it starts executing it.

3. End: When a client ¢ incurs an end-visit event it signals p to stop. If p is still running it
responds to this signal by terminating the computation of f and sending the computed result
back to m.

Figure 1: The metering protocol

5.3 Auditing procedure

A visit record has the form rec = [m, ts, <k, z, y>] where <k, z,y> = f(m.ts). An auditor can either
perform the statistical test of Section 4.2, which will mark certain records for foolproof verification
and accept those records that contain probabilistically reasonable results (including their timing



measure k); or an auditor can use the approximate estimator of Section 4.3, which ignores k
altogether and produces an approximate timing measure.

The following technique can reduce the number of visit records that need to be stored at a web
site and reviewed by the auditor. Only keep those visit records which satisfy some predicate P.
The predicate should have a predictable success rate, but be hard to predict for individual inputs,
e.g., Py 4(rec) is true if and only if A(rec) mod ¢ = 0. The auditor verifies that all stored timing
records satisfy the predicate, and expands the timing interpretation according to the success rate
(e.g., multiply by ¢ for P = P ,).

6 Implementation

We have implemented webmeter, a prototype metering tool that can monitor a web site in today’s
WWW framework. Figure 2 depicts the structure of webmeter. The tool consists of two modules:

proxy: The proxy acts as the interface of the web server to the world. All requests for pages from
the web server pass through the proxy. The proxy appends a metering applet to every page
it returns from the web server. The proxy module may be placed on the same host as the
web server or elsewhere on the communication path between clients and the server.

log keeper: A log keeper accepts the results sent by metering applets and keeps them on stable
storage.

web server

client proxy

1. request page 2. forward

4. append

teri let
5. modified page THELeTng appie

6. request bytecode

7. metering code

8. run metering
applet

log keeper

9. result
10. log

Figure 2: webmeter architecture

To understand how our system works, it is first necessary to understand how client browsers
retrieve pages including Java applets from a web server. When a browser retrieves a web page
written in Hypertext Markup Language (HTML), it takes actions based on the HTML tags in that
page. One such tag is the <applet> tag, which names a file containing Java bytecode. This tag
instructs the browser to retrieve the named applet from the web server and run it.



In our system, when a client’s browser requests a page, the request is sent to the proxy (Figure 2,
step 1). The proxy forwards the request to the end server (step 2) and receives the requested page
(step 3). The proxy appends an <applet> tag naming the metering applet to the end of the page
(step 4) and sends the modified page back to the browser (step 5). The browser, upon identifying
the applet tag, requests the applet bytecode (step 6) which the proxy provides initialized with the
appropriate input (step 7). Consequently, the browser loads the metering applet and executes it
(step 8) and sends the timing funntion’s result to the log keeper (step 9) which logs it onto stable
storage (step 10).

An advantage of our implementation is that repeated visits of a client or a group of clients onto
a cached copy of a page will re-run the metering applet each time: Repeated executions will simply
use the same input provided by the proxy, but will be seeded with a different random seed every
time. In this way, webmeter provides a solution for the proxy problem in metering web accesses.

7 Extensions

As discussed in the introduction, our metering scheme provides light weight security: The metering
protocol uses the difficulty to compute visit records to leverage auditability. Our timing scheme
requires an investment of computation power in each visit, that can be estimated to within some
known accuracy. Thus, the amount of possible fraud is proportional to the amount of computational
resources invested in it.

In practice, it is often fruitful to combine light weight mechanisms with selectively-deployed
heavy weight mechanisms. For example, in the physical world, one’s valuables might be protected
by a cheap lock on the front door, and a burglar alarm, and recorded serial numbers, and the threat
of arrest. A similar blend of security mechanisms can discourage attacks in the virtual realm. In
this section, we suggest several mechanisms for strengthening the auditing of our metering scheme.

Checkpoints: An auditor can use the timestamped inputs (used for initializing the timing function
f) to limit the rate of possible fraud by preventing the mass-generation of fraudulent visit
records off-line. This can be done in the following way: An auditor designates epochs at which
it requests a checkpoint of the meter log, and re-initializes the timestamp value for the next
epoch. Any input values provided during an epoch must be utilized within this epoch, and
later become unusable. Thus, for example, computations performed during off-peak hours
cannot produce fraudulent visit records for peak hours.

Census: An independent third party may perform a census of web activity concerning any partic-
ular web site, given any means at its disposal. The records held by the meter should agree
with the census approximations.

Third party: On-line monitoring by a third party can be required selectively for some pre-
determined portion of the visits. This could be done by transparently deferring designated
requests to the third party site. Selection of visits should be done according to a deterministic
predicate with a known success rate, applied on the timing function input. In this way, the
expected number of visits in which the third party is involved would be known, approximately,
as a portion of the total number of logged visits at the web server.

8 Applications

Many applications may benefit from auditability of web metering. We list some possibilities here.

10



The primary application motivating our work is the metering of a web site to measure its
popularity. Our metering scheme has the advantages of being auditable, as well as accounting
every visit to pages containing contents from the web site, even in the case of repeated visits to
cache proxy servers.

The incremental timing scheme is novel in providing a measure of the duration of client accesses
to a server. A profile of the times spent with a particular content can be of enormous value to
content service providers, as well as to advertisers seeking maximum exposure. Information on the
time spent viewing the contents of a document from a web site is valuable for pricing advertisements
accompanying the document.

We also propose a novel application called 1-800-HTTP: An Internet Service Provider (ISP)
used for connecting private clients to the WWW charges clients for the duration of usage (typi-
cally, after some initial quota of flat-rate usage). This charge may prevent potential customers from
browsing sites freely. An ISP may enhance its service to clients by partnering with certain com-
mercial sites and reverse the charges of connection time spent by clients visiting the partner sites.
The motivation to such a paradigm is similar to that of companies offering ‘800’ service phone
numbers in the U.S., that reverse the phone charges of customer calls. The scheme we suggest
allows metering such visits and reversing the charges for them.

In all of the examples above, the auditable metering scheme was used to prevent (mass) forgery
by the meter. Forging mass (and diverse) visits is just as hard with our scheme for the client. This
property is useful when metering is employed for royalty payments on copyright material, since it
inhibits owners of the copyrights from inflating their own royalties.

9 Caveats

The compact metering scheme uses the difficulty of computing the timing function to leverage
auditability. This difficulty (likewise, the computation time invested) may differ between different
platforms: At one extreme, clients may be smart Internet terminals with very limited computational
power, and at the other extreme, clients may be top of the line workstations. Moreover, a forger
using optimized native code has an advantage over an honest client importing mobile code—such
as a Java applet—to execute a timing function. Thus, the timing scheme should be tuned carefully
to the environment. When metering is deployed by an ISP (e.g., for reverse charging), this problem
may be alleviated since an ISP has direct link into the client’s environment.

Finally, the success of our method depends on the cooperation of most clients to import and
execute mobile code. We note though, that if a client fails to participate in the metering protocol,
this will be immediately detected by the meter.

10 Conclusion

The advertising potential of the WWW opens new challenges for securing metering and pricing
advertisements. In this work, we considered the problem of automatically metering client accesses
to a WWW site in an auditable way. We presented a novel metering scheme that offers light-weight
security suitable for preventing mass fraud. The scheme requires no third party involvement, nor
does any party record data that can be used to trace the identity of clients. Using Java applets to
deploy programs from a server to its client, the scheme involves clients in a large distributed com-
putation that incurs a reasonable computational cost by each client. We gave a detailed description
of the implementation of webmeter, a metering tool that implements our metering scheme in the

11



current WWW framework, and explained how it records all client visits, including ones served by
cached copies.
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